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THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
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Status 

1)[3 Responsive to communication(s) filed on 18 October 2004 . 
2a)(3 This action is FINAL. 2b)D This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) I3 Claim(s) 1-16 is/are pending in the application. 
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5) D Claim(s) is/are allowed. 

6) [E3 Claim(s) 1-16 is/are rejected. 

7) D Claim(s) is/are objected to. 
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Application Papers 
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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1121(d). 
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This action is in response to the communication filed on October 18, 2004. 

DETAILED ACTION 

1 . All rejections and objections not specifically set forth below have been withdrawn. 

2. Claims 1-16 have been examined. 

Title 

3. The title as amended is acceptable. 

Priority 

4. The application has been filed under Title 35 U.S.C §119, claiming priority to Finland 
application 19992769, filed December 22, 1999. 

5. The effective filing date for the subject matter defined in the pending claims in this 
application is 12/22/1999. 

Information Disclosure Statement 

6. The information disclosure statement (IDS) submitted on 01/08/2002 is in compliance 
with the provisions of 37 CFR 1.97. Accordingly, the examiner is considering the information 
disclosure statement. 

Drawings 

7. The drawings filed on 12/20/2000 are acceptable for examination proceedings. 

Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless ~ 
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(b) the invention was patented or described in a printed publication in this or a 
foreign country or in public use or on sale in this country, more than one year 
prior to the date of application for patent in the United States. 

9. Claims 1-5, 8, 9-13, and 16 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Dent (U.S. Patent 5,081,679) hereinafter referred to as Dent. 

10. Claim 1 recites defining a set of keys and then selecting a key, from the set, for use in 
encrypting information transmitted between an access point and a mobile terminal. Dent 
disclosed creating keys in the form of a key stream (See Dent Col. 5 Lines 51-57) and using the 
generated keys to encrypt the communications between the Base Station (BS) and the Mobile 
Station (MS) (See Dent Col. 5 Lines 57-66). It was inherent that a key was selected from the 
stream in order to encrypt the communications between the BS and the MS. 

Claim 1 further recites transmitting from the access point, at intervals, data about the 
encryption key. Dent disclosed transmission of key synchronization information from the BS to 
the MS (See Dent Col. 6 Lines 8-12). 

Claim 1 further recites setting up a transmission connection between the mobile terminal 
and the first access point. In order for there to have been communication between the BS and the 
MS (See Dent Col. 6 Lines 5-8), it was inherent that a connection was first established between 
the two stations. 

Claim 1 also recites performing a handover to a second access point, involving setting up 
the connection between the second access point and the mobile terminal and also transmitting 
information, about the encryption key in the second access point, to the mobile terminal. Dent 
disclosed performing a handoff from a first BS to a second BS (See Dent Col. 6 Lines 12-15) and 
the second BS transmitting key synchronization information to the MS (See Dent Col. 6 Lines 
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1 5-30). Dent also disclosed setting up a connection between the MS and the BS (See Dent Col. 6 
Lines 30-39). 

1 1 . Regarding claim 2, Dent disclosed generating the keys as a function of a block counter 
and a secret key (See Dent Claims 32-33). Dent further disclosed that the synchronization 
information sent to the mobile station was the current bits of the base station block counter, 
which correspond to the current key (See Dent Claim 34). 

12. Regarding claim 3, Dent disclosed a frame counter, which is used to update the cipher 
code (See Dent Col. 10 Lines 14-17). 

13. Regarding claim 4, Dent disclosed a speech coder frame (See Dent Col. 9 Line 20). It is 
inherent that the speech coder frames of the second BS be sent to the mobile stations connected 
to the second BS in order for each MS to receive its corresponding speech communications. 

14. Regarding claim 5, Dent disclosed creating keys in the form of a key stream in both the 
BS and the MS (See Dent Col. 5 Lines 51-57) for use in encrypting the communications in both 
directions between the BS and the MS. It was inherent that these keys were stored at both the BS 
and the MS, at least temporarily until they were used, in order for the encryption algorithm to 
have used the keys to encrypt and decrypt the communications. 

15. Regarding claim 8, Dent disclosed that the first BS sent a handoff command to a second 
BS, at which point the second BS sent key synchronization information to the MS (See Dent Col. 
6 Lines 12-22). 

16. Regarding claims 9-13, and 16, Dent disclosed both the method and the system used to 
reject claims 1-5, and 8 (See Dent Claims). Therefore, Claims 9-13, and 16 are rejected for the 
reasons stated above. 
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Claim Rejections - 35 USC § 103 

17. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed 
or described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was 
made. 

18. Claims 6 and 14 rejected under 35 U.S.C. 103(a) as being unpatentable over Dent as 
applied to claim 1 and 9 respectively above, and further in view of Kojima et al. (U.S. Patent 
Number 5,323,446) hereinafter referred to as Kojima. 

Dent disclosed handing off a MS from a first BS to a second BS (See Dent Col. 6 Lines 
12-15). However, Dent failed to disclose that the MS could initiate the handoff. Dent also 
disclosed that during this handoff, the voice channel is seized for authentication purposes and no 
longer sends voice data (See Dent Col. 12 Paragraph 4). 

Kojima teaches that if the mobile terminal requests the handoff to both the old and the 
new base station, then the handoff can ensure transparency to the data signals (See Kojima 
Summery of the Invention). 

It would have been obvious to the ordinary person skilled in the art at the time of 
invention to employ the teachings of Kojima in the invention of Dent by having the mobile 
terminal send handoff requests to both the old and new base stations. This would have been 
obvious because one skilled in the art would have been motivated to preserve data integrity in the 
communication. 
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It would have been inherent in the combination of Dent and Kojima that the new base 
station sent its synchronization information to the mobile terminal at the time of handoff request. 
This would be inherent in order for the mobile terminal to communicate securely with the new 
base station. 

19. Claims 7 and 15 rejected under 35 U.S.C. 103(a) as being unpatentable over Dent as 
applied to claim 1 and 9 respectively above, and further in view of Gilhousen et al. (U.S. Patent 
Number 5,101,501) hereinafter referred to as Gilhousen. 

Dent disclosed handing off a MS from a first BS to a second BS (See Dent Col. 6 Lines 
12-15), but Dent failed to disclose that the MS could initiate the handoff. However, Dent 
disclosed the handoff signal originating at the old base terminal (See Dent Col. 6 Lines 12-15). 

Gilhousen teaches that by providing the mobile unit with the ability to detect the need for 
handoff, the mobile unit can become more aware of its possible communication paths much 
sooner and with less effort than if the information was relayed from its base station, which 
allows the mobile unit to find the cell site with the strongest signal and request handoff to that 
cell (See Gilhousen Col. 8 Paragraphs 4-5). 

It would have been obvious to the ordinary person skilled in the art at the time of 
invention to employ the teachings of Gilhousen to the invention of Dent by having the mobile 
unit detect the need for a handoff and then request the handoff. This would have been obvious 
because the ordinary person skilled in the art would have been motivated to provide the mobile 
terminal with the strongest signal available. 

It would have been inherent in the combination of Dent and Gilhousen that the new base 
station sent its synchronization information to the mobile terminal at the time of handoff request. 
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This would be inherent in order for the mobile terminal to communicate securely with the new 
base station. 

Response to Arguments 

20. Applicant's arguments filed 10/18/2004 have been fully considered but they are not 
persuasive. 

21 . Applicant traverses primarily that: 

i. Dent did not disclose the limitation of the mobile station informing the 
second base station that there is a need for handover to the second base station. 

ii. Dent did not disclose the limitation that during the handover procedure, 
the second base station transmits information about the encryption key in the 
second base station to the mobile station. 

22. In response to applicant's argument that the references fail to show certain features of 
applicant's invention, it is noted that the features upon which applicant relies (i.e., the mobile 
station informing the second base station that there is a need for handover to the second base 
station, and during the handover procedure, the second base station transmits information about 
the encryption key in the second base station to the mobile station) are not recited in the rejected 
claims 1 or 9, as the applicant has stated. Although the claims are interpreted in light of the 
specification, limitations from the specification are not read into the claims. See In re Van 
Geuns, 988 R2d 1 181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

23. Regarding applicant's argument i. that Dent did not disclose the limitation of the mobile 
station informing the second base station that there is a need for handover to the second base 
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station, with regards to claims 1 and 9, the examiner does not find the argument persuasive 
because this limitation is not found in either of claims 1 and 9. 

24. Regarding the applicant's argument ii. that Dent did not disclose the limitation that 
during the handover procedure, the second base station transmits information about the 
encryption key in the second base station to the mobile station, with regards to claims 1 and 9, 
the examiner does not find the argument persuasive because this limitation is not found in either 
of claims 1 and 9. 

25. Therefore, the examiner has maintained the rejections of claims 1-16, as set forth in the 
FAOM. 

Conclusion 

26. Claims 1-16 have been rejected. 
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27. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

a. Dent (U.S. Patent Number 5,060,266) disclosed a continuous cipher 
synchronization method for cellular communication systems. 

b. Crisler et al. (U.S. Patent Number 5,179,559) disclosed a method of handoff 
involving measuring ranges of communication units. 

c. Malek et al. (U.S. Patent Number 5,243,653) disclosed a method for continuous 
synchronous encryption and decryption during handoff. 

d. Isrealsson (U.S. Patent Number 5,293,643) disclosed a method for handoff 
involving measuring signal strengths in the base stations. 

e. Dahlin et al. (U.S. Patent Number 5,293,423) disclosed a synchronization method 
during handoff for ciphered transmission. 

f. Raith et al. (U.S. Patent Number 5,546,464) disclosed a method of selective 
resynchronization during handoff depending on synchronization of base stations. 

■g. Norefors et al. (U.S. Patent Number 6,370,380) disclosed a secure method of 
handoff. 

h. Haartsen (U.S. Patent Number 5,598,459) disclosed methods of authentication 
and handoff for personal radio communications. 

i. Chang et al. ("Token Based Authentication for Handover Security") disclosed a 
handoff method using tokens to thwart potential attackers from taking over the 
transmission. 
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j. Tripathi et al. ("Handoffin Cellular Systems") disclosed different methods of 

handoff, their uses, and their advantages and disadvantages. 
28. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1. 136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE -MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Matthew T Henning whose telephone number is (571) 272-3790. 
The examiner can normally be reached on M-F 8-4. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 





Matthew Henning 
Assistant Examiner 
Art Unit 2131 
2/23/2005 
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